
    

Requesting Information from Gumtree  

(Police and Trading Standards)   

   
Welcome to the Gumtree guide for Law Enforcement. This guide is designed to provide you with 
information on how to request information from Gumtree about ads on the site and the users that post 
them. Hopefully you find it useful!    
   
This document includes:    
   
1. Important Contact Information    
   
2. What is Gumtree?    
   
3. How much does it cost to post ads?    
   
4. How do we stop fraud, stolen goods etc.?    
   
5. What information can we provide you with?    
   
6. What payment details do we provide?    
   
7. What information can we NOT provide?    
   
8. What information do we need from you?    
   
9. How quickly can I obtain the information from you?    
   
10. Do you require any feedback once the investigation is complete?    

11. How do I obtain a witness statement from you?    
   
   

1. Important Contact Information:    
   
Contact: Law Enforcement Liaison    
Email: lawenforcement@gumtree.com    
   

2. What is Gumtree?    



• Gumtree offers an online classifieds site that brings buyers and sellers together to trade 
with each other.    

• Users are allowed to trade in whatever is legal. They can post advertisements in many 
different categories including Jobs, Accommodation, Services and For Sale.    

• People who read these ads can then correspond with advertisers directly (by phone or by 
email). Majority of the trade happens face to face.    

• User registration is not mandatory, so anyone can visit the site, view all ads. 

• To buy or sell users have to register an account (e-mail address, password, telephone 
number and name).    

• Our users are responsible both for the content of the ads they place on our website and the 
actual transactions that follow and which take place off our website.    

• Since the items offered for sale are not held or available to Gumtree, we cannot assess 
quality, safety, legality and ownership of the listed items nor the accuracy of the ads. 
Gumtree is not a Publisher, we are a hosting provider.    

   
   

3. How much does it cost to post ads?    

• The majority of ads on Gumtree are free to post. In a limited number of categories, we charge a 
listing fee.    

• Users can decide to buy features to increase the visibility of their ad (e.g. ‘Bump Up’).    
   
4. How do we stop fraud, stolen goods etc.?    
   
We are very committed to keep Gumtree a safe place to trade for our users. This includes:    
   
Education:    

• Dedicated “Stay Safe” section with tips for our users on what to watch out for, promoted across 
the site    

• Safety messaging in all key areas across the site (for example, when replying to ads or when 
posting an ad)    

   
User Reporting:    

• Visible ‘Contact Us’ button on every page where users can submit their report, or ask for advice   
• ‘Report’ button where users can report ads for fraud or violation of policy/rules   
• Notice and Take Down program for Rights Owners and Government agencies to report 

counterfeits respectively illegal items to us   
   

Detection and prevention:   
• Anti-fraud technology (e.g. preventing known offenders from posting ads on the site, 

anonymized e-mail addresses)   

• Sending out warning messages to potential victims when blocking reported fraudsters   
 

Working with law enforcement:   
• We support criminal investigations to help keep the site free from scams and other illegal 

activity   



• In accordance with our privacy policy and data protection legislation, we provide evidence to law 
enforcement   

   
   

5. What information can we provide you with?   
   

• We can provide information specific to sellers (names, email address etc) and information on a 
specific ad (like creation date, ad title).    

• We can provide current and previous ads going back to 2 years after removal of the ads. Please 
note we do not store data for dormant accounts i.e. accounts that have not logged in for 2 years.  

• We can provide images from listings for 6 months after deletion or expiry of an ad.  

• We can provide basic reply details (email and IP address) from the past 30 days in cases of Fraud 
via Production Order. 

• We can provide linked ads/users. This can be done in a number of ways.   
   

1. Email Address – we can provide all ads posted by the same email 
address, which is the most accurate form of linking ads.    

     
2. IP Address – we can sometimes link ads by IP address. Due to the 

nature of IP addresses (some can be personal, some can be public) this is not the most 
accurate form of linking ads.    

   
3. Phone number – if the same phone number is used on multiple ads we 

can search using this field.    
   
 DPA Requests  
Generally, the following will be part of any search results we provide. 

 

Field    Data type    Description    Example    

Ad Id    Number    Gumtree's unique reference 
for the ad – automatically 
generated by Gumtree   

1312363758    

Create Date    Date and time    The time and date the   
ad was initially submitted – 
automatically generated by 
Gumtree   

01/08/2019 at 00:00    

Live Date    Date and time    The time and date the ad 
most recently went live to the 
site so that users can see it – 
automatically generated by 
Gumtree   

01/08/2019 at 00:00    

Category    Text    The category the ad was 
posted in –  chosen by the 
advertiser    

Motors > Cars >  
Volkswagen    



Location    Text    The location the ad was 
posted in – usually generated 
from a postcode chosen by 
the advertiser    

England -> Norfolk ->  
Hunstanton    

Title    Text    The title of the ad – chosen 
by the advertiser    

VW Sliver beetle 2000   
Reg QUICK SALE NEED  
(open to offers)    

Description    Text    The text of the ad – chosen 
by the advertiser    

Great car, so sad to sell it but 
no longer needed. Open to 
offers, need quick sale, 
93,000 miles, small scratch on 
front bumper. 10 months 
MOT, new tyres.    

Price    Number    The price associated with the 
ad – chosen by the advertiser    

100,000    

Price Frequency    Text    The frequency of payment 
(weekly or monthly), only 
relevant to property rental 
ads – chosen by the 
advertiser    

Weekly    

Contact Phone    Number    The phone number that the 
advertiser chose to display 
publicly on this specific ad – 
chosen by the advertiser    

0780114776  

Postcode    Text    
 

 

The postcode entered as the 
location for this ad – chosen 
by the advertiser    

PE365BU    

Images  URL  Images uploaded to our 
internal database; we don’t 
not store image meta data. 
We store images for 6 
months. 

https://i.ebayimg.com/00/ 
s/ODAwWDYx==/z/ 
CsoAAOSwBDZNfcS/$_1.PNG 
 

Local Area    Text    An optional field that the 
advertiser can use to 
manually type in the name of 
the local area    

Nottingham area  

   
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
IPA Requests  
Generally, the following will be part of any search results we provide. 

 
Field    Data type    Description    Example    
Email    Text    The email address that 

the advertiser chose to 
receive replies to this 
specific ad – chosen by 
the advertiser    

garner.testdata@hot 
mail.co.uk    

IP    Number    The IP address that this 
ad appeared to be 
posted from (GMT 
time) – as captured by   
Gumtree    

86.143.242.122    

Name Text This is the name the 
user is asked for at 
point of registration, 
this is not verified and 
can be a business name 
or initials 

John Smith  
JohnSmith Plumbing  
J S   

Reply details Text and Numbers Email address and IP 
address from the last 
30 days 

garner.testdata@hot 
mail.co.uk    
86.143.242.122    

Account number Number Account number 
assigned to the user  

123456789  

Account Creation Date Date Date the account was 
created 

01/01/2020   

 
Please note: All information will be provided via an ‘encrypted’ email in line with our Information 
Security Policies, in an Excel Spreadsheet. The information contained will be exactly how it appears 
in our database.    
   
Times are displayed on the Spreadsheet in the following format: YYYYMMDDTTTT (year, month, 
date, time). Time zone is GMT unless the ad/reply is during daylight savings (end of March-end of 
October) then it is BST. 
   
6. What payment details do we provide?    
   
While the majority of ads are free to post on Gumtree, we are happy to provide payment details if a 
payment is made. Payments are made by Credit/Debit card or PayPal. Jobs and Housing account 
holders can pay via invoice. If a payment is made for an ad, we will provide you with the limited 
information we record on the payment, but you can obtain further details from our payment 
service providers:    
   
- Credit/Debit card payments - Braintree - Email:  https://www.braintreepayments.com/gb/contact  
   

https://www.braintreepayments.com/gb/contact


- PayPal – DPA Request and Court Order (when requesting financial details) can be submitted via 
https://safetyhub.paypalcorp.com/AIP/portal/home.do  

   
Here you can find more information: PayPal safety centre for Law Enforcement:    
https://www.paypal.com/uk/webapps/mpp/law-enforcement     
   
   
7. What information can we NOT provide?    
   
Please note that in general we cannot search for the following:    
   
X The physical address - we don’t ask users for this information    
   
X The vehicle registration number (VRN) is not searchable via our database, but once an Ad is 
found, it may be possible to view the number in the photos    
   
X Date of Birth – we do not ask for this when people post on Gumtree    
   
   
8. What information do we need from you?    
   
For every request we require a signed DPA request form or an IPA 2016 Notice be emailed back to 
lawenforcement@gumtree.com   
   
All requests must comply with the following legal requirements:    
   
1. The request must be addressed to Gumtree.com Limited, 27 Old Gloucester St, London WC1N 

3AX. 
2. The request must be a typed official document bearing the logo of the requester (headed 

request).    
3. The request must quote the applicable act or law under which the Law Enforcement agency is 

requesting the data under.    
4. The request must specify the Person of Interest you are investigating.    
5. The request must specify exactly what information is required and how it pertains to Gumtree 

and your investigation.    
6. The request must be signed by the Law Enforcement officer who is competent to make the 

request (usually the officer in charge of the investigation).    
7. The request must include the officer’s name, department, street address, telephone, fax and 

email address.    
8. The request must be in English language.    
   
In order to process the request we require at least one piece of the following information:    
   
ü The Ad Reference Number or Ad ID which is the unique 10 digit number found on every ad, 
and at the end of the URL    
   
ü The email address used to post the Ad or Ads on Gumtree    
   

https://safetyhub.paypalcorp.com/AIP/portal/home.do
https://www.paypal.com/uk/webapps/mpp/law-enforcement


Any additional information you may have available (e.g. telephone number, copy of the Ad, Contact 
name, address/city/suburb) is useful to us to make our search as accurate and efficient as possible.    
   
Please note, that the data we provide you must be used solely for the purpose of your 
investigation into criminal/illegal activity. Please first come to us before disclosing any of the data 
Gumtree provided you to third parties (including the public or media).    
   
   
9. How quickly can I obtain the information from you?    
   

• Depending on the quality of information you have supplied and the volume of current 
requests, this can vary. We try to get every request completed within 7 working days, but 
the majority of requests are processed within a few days of receiving the form. All requests 
are processed in the order they are received.    

• Urgent requests – will be at our discretion and will take precedence over normal requests. 
A good reason will be needed if we are to process your query ahead of others. Any 
investigations involving a violent crime will be processed as soon as possible, as will any 
requests which contain an Ad which is currently live on site.    

   
10. Do you require any feedback once the investigation is complete?    
   

• We are always keen to know the outcome of the investigation and whether or not the 
information we supplied was useful.    

• We are also keen to know if there is any media attention surrounding the case as we like to 
issue our own statements in order to educate the public. If the case does get press 
coverage, we would appreciate you forwarding the details of the press officer assigned to 
the case and our PR representative will get in touch    

   
   
11. How do I obtain a witness statement from you?    
   
We are happy to provide an evidential statement once we have sent you the information you 
request. Please note we have a fixed template witness statement and will provide the statement 
electronically (via secure e-mail and not via fax or post). In case you would like our witness 
statement, please send us a request.   
 
 
 

 


